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Who are we?

Fraunhofer: Largest organization for applied research in Europe
The Fraunhofer-Gesellschaft undertakes applied research of direct utility to private and public

enterprise and of wide benefit to society.
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Finance volume

€2.6 billion

Contract Research

2018

Major infrastructure capital
expenditure and defense research

Almost 30%
is contributed by the German
federal and states Governments

More than 70%

is derived from contracts with
industry and from publicly
financed research projects.
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What is speech assistance?

|—| User A

AFE APB

Acoustic Front End Audio-Playback

UX
User Experience

NLU NLG

Natural Language Natural Language Generation
Understanding

DM

Dialog Management

Realtime Framework
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Why do we want to build a privacy preserving speech assistance platform?

Sales volume of speech assistants across the world in Billion US$

- o= [Horizont & Tractica, 2017]
-+~ [Cooked Research, 2018]

[IMARC Group, 2019]

2 O e

R Speech as natural
SRR [Varket Growth § interaction with
: machines

High expectations of: ASR quality,

Speech assistants from the 25% growth per year; Billion $ , ,

US (Siri, Alexa, Google) often market according to various complex dialogues and questions,
disregard data protection; studies (see for example Context-related advar:ces n Al/ML
there is no control in B2B https://voicebot.ai/voice- (see stgdy wik 2019: Intelhge.nce
contexts; their systems are assistant-market-data-news/) from tins, language assistants in
closed Germany")
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What is our platform vision?

Industrielle
Trainingsdaten

\9633

SPEAKER Al Platform SPEAKER Data Platform
Benchmarking Akademische/
Freie Trainingsdaten
@ i ASR/
5:9:3 Sprachsynthese
Acoustic Automatische Sprach Intent Named Entity Relation
Frontend Sprach- -normalisierung Erkennung Recognition Extraction
erkennung HOBBIT
Question/Answering
Query Building
a G @ Command Selection
Sprach- Natural Language Dialog- Intent Named Entity Query NLU
synthese Generation steuerun Erkennu Linkin: Buildin
Y 9 ng ] {s GERBIL (NER, NED, RE,
@ . E 6 @ Intenterkennung)
Dialogfluss- Dialog-State- Question Robot Process Suche Gerate- ;
editor Tracker Answering Automation steuerung NLoop @ Dialoge/Feedback
o 0/ =
9 @
Use Case 1 Use Case 2 Use Case3  loT Steuerung Prozess- Alerting
dokumentation
LEGENDE .
- Intelligent Data Source Connectors

I Use Case bzw. Partner Modul
B SPEAKER Modul
W Benchmarking

I Datenkonnektoren

Industrial
Data Sources

Datenbanken Tabellen Kommunikations-  Business

(CSV, Excel,...) kanile

Processes

IoT/Cloud
Speicher
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What's our financing?

German Ministery for Economy 12 Mio. Euro

% Bundesministerium
Now fur Wirtschaft
und Energie

Licensing business model

[% Fraunhofer] [% Fraunhofer]
IAIS ns

€ pro Jahr .
Cloud P [ Betreibergesellschaft ]
Hoster Content / Daten

SPEAKER
Plattform

Module

GroB- € pro Jahr
unternehmen Pe—

In 3-5 years

SPEAKER Test Space

Ausgewahlte Module

Fraunhofer Stiftung 10 Mio. Euro
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STIFTUNG

\

l Modulentwickler

KMU
| Multiplikatoren | ‘ Recht zur
Datennutzung
Start-Ups Medien Verbande
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Who do we work with?
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What are these speech assistance privacy scandals about?

Human in the loop...

...1s part of standard quality assurance
of speech assitants

...violates user privacy
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How can speech assistance be privacy preserving?

User Standards
Experience | and Norms

Technology

Legislation Politics
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How can speech assistance be privacy preserving?

Technology Implications for Implications for Implication for
privacy system quality functionality
Federated Learning N4 N4 N4
if users cooperate if users cooperate
Embedded speech
P v X X
assistance
Voice ID obfuscation V4 N4 X
Sanitize sensitive
o o
information v
Voice Cookies
o v v
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How can speech assistance be privacy preserving?

Build trust.

Competence: | can do what | say.
Consistency: | do what | say.

Benevolence: | care for you (the customer)

and that shows in what | say
and how | say it.
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What should a speech system say about privacy?

What technologies do we use to preserve privacy? What are benefits and deficits of these
technologies?

What are my options on data protection? What are implications of these options?

When does the speech system record me? When can | be sure that it doesn’t record me?
What happens to my data? Who can see them? For how long?

How can | delete my data?
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How should a speech system talk about privacy?

In your answers, be clear and concise
and do not require users to switch modalities.
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Take Away

B There are major challenges in building a privacy preserving speech assistance platform.
B If you are interested in working with us on this, you can become a partner of SPEAKER.

m Also we are hiring.
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Thank you for your attention.
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