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Toilets Are Getting Smarter and More Invasive
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People Are Concerned About Their Privacy and Security
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Information Is Not Available at the Point of Sale



Designing an Informative and Usable Security and Privacy Label for IoT DevicesPardis Emami-Naeini 5

We Took a Multi-Step Path to Label Design

Consumer interviews
(CHI’19)

Expert interviews
(IEEE S&P’20)

Consumer interviews
(IEEE S&P’21)
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We Conducted an Extensive Literature Review

70+ References

IEEE, ACM, …

NIST, NTIA, DCMS, ENISA, …

Consumer Reports, Aspen Institute, Internet Society, … 

AT&T, Intel, Microsoft, Symantec …
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We Designed the First Version of Our IoT Label

General
information

Privacy information

Security information

General
information
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Participants Were Interested in Having IoT Labels

Almost all wanted to know about and were willing to pay a premium for 
privacy and security information at the time of purchase.

As opposed to those long policy documents 
that you usually need to read, I think this 
is a very efficient way and I cannot think 
of a better way than this.

Source: Emami-Naeini et al., CHI 2019
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Legislations Mentioned IoT Labels with No Specifics
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We Asked 22 Privacy and Security Experts

Faculty member in the field of privacy and security

10+ years of research or practice in privacy, security, or policy

Author of notable books in the field of privacy and security

Active involvement in cybersecurity standardization

Leading a corporate IoT product team
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A Three-Round Delphi Method Helped Reach Consensus

47 factors

Semi-Structured Interviews Survey 1

Rationale

Survey 2

Source: Emami-Naeini et al., IEEE S&P 2020
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We Conducted Thematic Analysis to Find the Themes

Reading interview scripts and taking notes

Creating the initial codebook by examining the interview notes

Merging smaller codes into broader themes

Discussing the themes with research group and resolving disagreements

Moving the revised themes to the final codebook
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Labels Inform Consumers’ Purchase Behavior

What's good about a label is that it empowers the consumer to make a 
more active decision about cybersecurity rather than just being 
completely helpless as to what the security of her device might be. 
The average consumer doesn't have a privacy, security, or a legal 
department to review this stuff before they buy it. Enterprises do, 
but consumers do not, so someone's gotta be looking out for 
consumers and giving the consumers this information.
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Labels Incentivize Security and Privacy Competition

There is value in forcing the company to write a 
list down, even if the consumer doesn’t understand 
it. If you said, ‘list your open ports,’ there 
would be an incentive to make them few.



Designing an Informative and Usable Security and Privacy Label for IoT DevicesPardis Emami-Naeini 15

We Designed a Layered Label

Secondary Layer
(July’19)

Primary Layer 
(July’19)
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Primary Layer Is the Short Version of the Label

Security update lifetime

Type of collected data

Availability of automatic security updates

Availability of default passwords
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Secondary Layer Includes More Detailed Information

Retention time

Data inference

Data storage

Data handling practices for children’s data
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Semi-Structured Interviews with 15 IoT Consumers

• Recruited from Pittsburgh, PA, using Craigslist and Reddit
• Included only those who have at least one smart home device
• Conducted 1-hour interview with each participant
• Compensated with $25 Amazon gift card
• Iteratively improved the design of the label



Designing an Informative and Usable Security and Privacy Label for IoT DevicesPardis Emami-Naeini 19

We Captured Consumers’ Perceptions of the Label

Non-Comparative Purchase Task Comparative Purchase Task
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We Used Structural Coding to Categorize Responses

• Question-based method to label the data
• Appropriate for coding semi-structured interviews
• Applies content-based or conceptual phrase to segments of data
• Four main structural codes and 13 subcodes
• Each interview was independently coded by two researchers
• Cohen’s Kappa (𝜅) agreement of 0.84
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Mixed Attitudes Toward the Layered Design

A few participants preferred single-layer label
• Inconvenience of using the phone or scanning the QR code
• Feeling of not being shown the whole picture  

Most participants expressed positive attitudes toward layered design
• More useful information could fit on the layered label
• Easily get insight into additional security and privacy information
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Label Helps Consumers Find More Information

I don’t know what TCP and UDP are. But it’s 
interesting to have this here, because then I could 
go to Reddit and ask on there what that means and 
what the capabilities are.
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Labels Should Work for Both Consumers and Experts

Labels are both for customers and experts such as tech 
journalists and  consumer advocacy groups. If they see 
something that is questionable, they will raise it in the 
public press or will raise it with regulatory authorities. 
The label is not just for the consumer, but there’s another 
feedback process that works through experts.
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We Iteratively Improved the Label

Secondary Layer
(September’19)

Primary Layer 
(September’19)
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Factors impacting risk perception
• Risk target (Sjoberg, 2000)
• Familiarity with the technology (Friedman, 2002)
• Attitudes and concerns (Fortes, 2017)

Factors impacting willingness to purchase
• Price, brand, usability (Karjaluoto, 2005; Ling, 2006)
• Privacy (Tsai et al., 2011; Kelley et al., 2010)

Perceived Behavior is Comparable to Actual Behavior

Source: Emami-Naeini et al., IEEE S&P 2021
25
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Asked to specify the changes on risk perception and willingness to purchase

26

We Presented Purchase Vignettes

Imagine you are making a decision to purchase a [smart speaker with voice 
assistant] for [yourself]. This device has a [microphone] that will 
[listen and respond to your voice commands]. The price of the device is 
within your budget and the features are all what you would expect from a 
[smart speaker with voice assistant]. On the package of the device there 
is a label that indicates the following privacy and security practice:
[Purpose of data collection: Tailored advertising and monetization]
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We Selected Attributes with Concrete Values
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Attribute
Most protective value
Decrease risk and
Increase willingness to purchase

Least protective value
Increase risk and 
Decrease willingness to purchase

Security update Automatic None

Access control Multi-factor authentication None

Purpose Device function Monetization

Device/cloud storage None Identified

Shared with/sold to None Third parties

Device/cloud retention None Indefinite

Collection/sharing 
frequency On user demand Continuous

28

The Survey Tested 16 Privacy and Security Attributes
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We Conducted a 1,371-Participant Mixed-Design Survey

Between-Subjects

Within-Subjects

Device Type

Device Recipient

S&P Information

Smart Speaker

Smart Light Bulb

Yourself

Family Member

Friend
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Our Models Included Ordinal DVs and Categorical IVs

• Two models to describe risk perception/willingness to purchase
• In each model, the dependent variable (DV) took 5 ordinal levels

• Five categorical independent variables (IVs) per model
• S&P Information: 33 levels
• Device Type: 2 levels
• Device Recipient: 3 levels
• Prior Scenarios: 3 levels
• Device Exposure: 3 levels

• One-hot encoding to convert each IV to multiple binary variables

Strong Decrease

1

Slight Decrease

2

No Impact

3

Slight Increase

4

Strong Increase

5
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We Built Cumulative Linear Mixed Models (CLMMs)

The probability that the ith observation belongs to level j ∈	{1,2,3,4} or 
below is modeled as

Threshold Parameter

Random Per-Participant Effect 

Model Coefficients
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Smart Speaker Increased Risk Perception

Smart Speaker 𝛽 = 0.44 Smart Light Bulb
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Smart Speaker Decreased Willingness to Purchase

Smart Speaker 𝛽 = −0.42 Smart Light Bulb
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Device Recipient Did Not Impact Risk Perception

≈
Yourself Family Member

≈
Friend
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Participants Were Less Willing to Purchase for Friends

YourselfFriend 𝛽 = −0.13
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Label Content Influenced as We Hypothesized

Most protective value of a privacy/security attribute
• Significantly decreased the risk perception
• Significantly increased the willingness to purchase

Least protective value of a privacy/security attribute
• Significantly increased the risk perception
• Significantly decreased the willingness to purchase
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Higher Data Exposure Increased Risk Perception

High

Selling to Third Parties

No Access Control

Sharing with Third Parties

Multi-Factor Authentication

No Sharing

No Cloud Retention

Low

(𝛽 = 3.28)
(𝛽 = 2.95)
(𝛽 = 2.57)

(𝛽 = −3.82)
(𝛽 = −3.93)
(𝛽 = −3.93)
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Lower Data Exposure Increased Willingness to Purchase

High

No Sharing

No Cloud Retention

No Device Retention

Sharing with Third Parties

No Access Control

Selling to Third Parties

Low

(𝛽 = 2.92)
(𝛽 = 2.62)
(𝛽 = 2.58)

(𝛽 = −0.13)
(𝛽 = −2.79)
(𝛽 = −2.38)
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Manufacturers Should Justify Their S&P Practices

Underwriters Lab (UL) guideline:
• Most severe: within 1 month

• Less severe: within 3 months
• Least severe: could be left unpatched

Decrease

Risk Perception
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Misconception: “No Security Update” Is Secure

If there are no updates, then the system must be 
providing maximum security already.
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Misconception: “Patch” Indicates Less Security

On the label it advertises that patches are even 
needed. That is why there is a perception of 
decreased privacy.
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We Further Improved the Label

Secondary Layer
(September’21)

Primary Layer 
(September’21)
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We Prepared a Label Specification Document

Check out the specification at: 
www.iotsecurityprivacy.org/downloads/Privacy_and_Security_Specifications.pdf

https://iotsecurityprivacy.org/downloads/Privacy_and_Security_Specifications.pdf
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Interactive Label Generator Creates the Label

Check out the tool at: 
www.iotsecurityprivacy.org/generate

http://www.iotsecurityprivacy.org/generate
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We Have Several Ongoing Label Efforts

Monetary valuation of IoT 
security and privacy

In conversation with 
NIST and CR

Piloting the label for 
real smart devices



IoT Label Effectively Informs Consumers and Experts

• Designed the label with input from experts
• Evaluated the usability of the label
• Prepared a specification document for the label
• Developed a tool to generate the label

Check out the latest updates on this project at: 
www.iotsecurityprivacy.org

Pardis Emami-Naeini
pardis@cs.duke.edu

http://www.iotsecurityprivacy.org/
mailto:pardis@cs.washington.edu

